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The Audit Services Department staff completed the report for the Police Body-worn
Cameras Performance Audit dated June 2021. The purposes of this audit were to: 1)
review the Body-worn Camera program; and 2) determine whether Durham Police
officers are using body-worn cameras in accordance with Durham Police Department
General Order 4083-R2.

audit services

This report presents the observations and results of the Police Body-worn Cameras
Performance Audit. Three recommendations were proposed. In response to these audit
recommendations, City Management concur with the recommendations made. The
detailed Management Response to the recommendations is included with the attached
report.
The Audit Services Department staff would like to acknowledge the contributions of
staff from the Durham Police Department that provided information to enable the audit
process.
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Audit Report Highlights
Background
The City of Durham started a Bodyworn Camera Program in 2017 in an
effort to enhance its services to the
community. The goals of the Program
are to improve both officer and
community member accountability,
strengthen public trust and enhance
evidence collection and training
efforts. General Order 4083- R2,
“Body-worn Cameras” establishes
guidelines for the use and
maintenance of departmentally
owned and operated body-worn
camera systems. In addition, it also
provides guidelines for disseminating,
retrieving, and storing recordings
produced by these cameras.

Objectives
The Objectives of the audit were to:
 Review the Body-worn Camera
Program; and
 Determine whether Durham
Police Officers are using bodyworn cameras in accordance with
Durham Police Department
General Order 4083-R2.

Why this audit is important
Proactively reviewing body-worn camera policies and
practices helps identify gaps and address them before
problems arise; as well as highlights good practices that
should be sustained. The audit also ensures that the benefits
of implementing a body-worn camera program are being
realized at the City.

Highlights
Room to increase compliance with General Order (GO) 4083-R2
exists through strengthening the Department’s monitoring of
body-worn camera activities and providing ongoing training for
continued awareness of GO 4083-R2. Departmental procedures
do not specify a formal process regarding the number of videos
to review or include criteria to ensure compliance with
recording policies. In addition, according to the Audio Visual
(A/V) Unit staff they do not have the resources to ensure that all
unclassified videos are categorized properly. Without review, a
misclassified video with an incorrect categorization or tag may
be deleted before the proper retention date resulting in
potential loss of evidentiary data. Misclassification and lack of
review can also result in data being retained for longer than
necessary. Audit services staff conducted a survey to
understand body-worn camera practices at the user level.
Based on survey results it appears that ongoing training to
reemphasize certain General Order requirements will assist with
compliance.
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Audit Services Department
Internal Audit
The Audit Services Department serves a three-fold role
at the City of Durham. Our number one goal is to
provide independent, objective assurance that City
processes are working effectively. Secondly, we serve as
internal fraud examiners when fraud, waste, or abuse is
alleged against a City employee or department. Finally,
to constantly foster high ethical standards, we provide
in-depth ethical training to all City employees on a
rolling basis. To learn more, visit our CODI site or our
page on the City of Durham’s website.

Audit Services Oversight Committee
To maintain its organizational independence, the Audit Services
Department reports to the Audit Services Oversight Committee
(ASOC) at a minimum of four times a year. The ASOC approves all
proposed audit plans and completed audits prepared by Audit
Services staff.
The Audit Services Oversight Committee is made up of six members:
two City Council Members, three resident members, and one
alternate City Council Member. The current members include one
certified public accountant and persons with business experience.
The City Manager is an ex-officio, non-voting member of the ASOC.

Audit Services Oversight
Committee Members
Chair:
Nick Long
Resident Member
Vice-Chair:
Shanell Frazer
Resident Member
Committee Members:
Steve Schewel
Mayor
City Council Member
Jillian Johnson
Mayor Pro-Tempore
City Council Member
Matthew Ruterbories
Resident Member
Charlie Reece
Alternate
City Council Member
Non-Voting Member:
Wanda S. Page
City Manager
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Background
The City of Durham started a Body-worn Camera Program in 2017 in an
effort to enhance its services to the community. The goals of the program
are to improve both officer and community member accountability,
strengthen public trust and enhance evidence collection and training
efforts.
General Order 4083- R2, “Body-worn Cameras” establishes guidelines for
the use and maintenance of departmentally owned and operated bodyworn camera systems. In addition, it also provides guidelines for
disseminating, retrieving, and storing recordings produced by these
cameras. The overall management of the body-worn camera program is
assigned to the Police Department’s Information Technology (IT) Audio
Visual (A/V) Unit within the Administrative Services Bureau.
Body-worn cameras are small battery powered cameras worn by police
officers to capture interactions with the public (Displayed in Exhibit 1
below). The cameras are attached to an officer’s uniform and are placed
on the torso between the beltline and the shoulders to capture an
officer’s field of vision.
Exhibit 1: Image of Body-worn camera used by Police Department
personnel
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Recordings are started when an officer double presses the “EVENT”
button on the device. Officers stop the video manually at the end of an
incident by pressing and holding the EVENT button. Body-worn cameras
are worn by officers for the entire work shift as well as on their secondary
employment jobs. Although all sworn officers may be assigned a bodyworn camera, the following police units must wear their issued bodyworn camera while on-duty as a part of their standard duty equipment:








Patrol Services Officers
Traffic Services Officers
Bicycle Officers
Gang Unit
Community Engagement Unit
Selective Enforcement Team
Federal Task Force Officers

Exhibit 2: Body-worn camera workflow

Exhibit 2 above highlights the body-worn camera workflow. The officers
retrieve body-worn cameras from the docking station. They make the
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videos as required by policy. Officers are expected to follow departmental
policy utilizing ethical and legal discretion when activating and
deactivating their body-worn cameras. Officers will begin recording with
their body-worn camera in the following situations:






Prior to any officer-initiated field contact involving actual or
potential violations of the law, including traffic stops and
pedestrian or vehicle contacts;
Upon arrival to the scene of any and all calls for service as the
primary or back-up officer, the exception being a call handled
via telephone;
When engaged with a community member to investigate or
assist in the investigation of suspected criminal activity; and
While executing searches of individuals, personal property,
vehicles, and premises.
At designated checking stations, the body-worn camera may
initially be turned off. Once an officer determines there is
reasonable suspicion or probable cause to take enforcement
action or detain the driver, the officer shall begin recording
with their body-worn camera.

Officers can upload video footage in two different ways: 1) by re-docking
the body-worn camera; or 2) via the Axon Sync application. These docking
stations are located in easy access spots for officers at headquarters and
each of the districts. If the camera is inserted into a docking station,
footage will be uploaded automatically while the camera is charging, to a
cloud-based storage and management system called Evidence.com. If the
officer chooses to access their camera through the Axon Sync app, the
officer needs to log into the app using his/her Evidence.com username
and password, then manually select “Upload All”; or choose individual
videos and select “Upload” to access the video files.
Once uploaded, officers are responsible for manually adding a category
tag to each video based upon what events occurred in the footage; for
example, calls for service, misdemeanor etc. The automated
synchronization process with the Computer-Aided Dispatching (CAD)
technology also automatically categorizes videos. After a video is
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categorized, the video management system assigns an automatic deletion
date according to the department’s retention schedule, consistent with
the requirements of General Order 4083-R2.
The following graph shows some statistics since the inception of the Bodyworn Camera Program in 2017. Graph 1 below shows the Body-worn
Camera statistics and includes the following information:
1.
2.
3.

Number (amount) of videos uploaded
Hours of video uploaded
Gigabytes (GB) of video uploaded

Graph 1: Body-Worn Camera Statistics
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2020

GB of Videos

2019
121,725
20,403.95
38,254.28

2020
293,502
50,578.30
93,487.69

Objectives
The objectives of the audit were to:



Review the Body-worn Camera Program; and
Determine whether Durham Police officers are using body-worn cameras in
accordance with Durham Police Department General Order 4083-R2.

Scope, Methodology, and Compliance
Scope
The scope of the audit included examining all current practices as they
relate to the Body-worn Camera Program at the City.

Methodology
Audit Services Department staff performed the following procedures to
accomplish the objectives of the audit. Staff:
1.
2.

3.

4.

Interviewed staff responsible for body-worn cameras;
Reviewed that officers who are required to wear the bodyworn cameras as a part of their standard duty equipment are
registered to use the body-worn camera software;
Reviewed that officers are recording incidents as required by
General Order 4083-R2;
a. Reviewed system dispatch reports and verified if there was
a corresponding recording for each call;
b. Selected a judgmental sample of 30 videos and reviewed if
recorded incidents started and ended in accordance with
the established policy;
Reviewed trends of videos downloaded by officers and
reviewed metrics related to body-worn cameras;
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5.
6.
7.

8.

9.
10.
11.
12.

13.

Reviewed that videos were accurately classified to comply with
the data retention period;
Reviewed the process of handling non-classified videos;
Obtained a report of non-classified videos and analyzed the
amount/volume of non-classified videos. Also, selected a
judgmental sample of non-classified videos and verified proper
classification;
Reviewed monitoring controls to ensure supervisors are
monitoring the process in order to assure compliance with GO
4083- R2;
Reviewed controls over spare cameras;
Reviewed the adequacy of body-worn camera training;
Surveyed police officers and supervisors to inquire about bodyworn camera practices;
Reviewed GO 4083-R2 to determine if it provides adequate
guidance regarding body-worn camera usage, downloading,
storage, access, integrity, security; and
Reviewed the video release request process.

During the audit, the Audit Services Department staff also maintained
awareness for the potential existence of fraud.

Compliance
Audit Services staff conducted this performance audit per generally
accepted government auditing standards. Those standards require that
the Audit Services staff plan and perform the audit to obtain sufficient and
appropriate evidence to provide a reasonable basis for our findings and
conclusions based on the audit objectives. Audit Services staff believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.
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Results and Findings
Objective 1 Results Summary
REVIEW THE BODY-WORN CAMERA PROGRAM
The Police Department has the policy, training and equipment necessary
to support the use of body-worn cameras. The Policy governing bodyworn cameras is comprehensive. Adequate processes exist to assign staff
body-worn cameras; and controls are adequate over spare cameras
available to staff. Training is also provided to staff when body-worn
cameras are first issued on how to use and operate the body-worn
cameras as well as the General Order (GO) requirements. Training can be
enhanced by providing ongoing reminders of GO requirements.
Finding 1
Audit Services staff found:
Training can be enhanced by providing ongoing reminders of General Order 4083-R2.
Regular reinforcement of the policy requirements might assist with increasing
officer compliance with GO 4083-R2. A survey administered to police officers
by Audit Services staff asked officers to comment on “How often do you
upload videos in your camera?”. Approximately 236 police officers responded
to the survey. The results were as follows: 46% of the survey respondents
stated that they upload videos daily, 16% upload videos once a month, 17%
weekly, 18% every few days and 3% never. See Graph 2 results below.
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Graph 2: Survey results on uploading of videos by officers
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The inconsistency in answers to the question on video upload leads the Audit
staff to believe that this is an area of opportunity for training to ensure staff
are aware of the requirements of General Order 4083-R2. General Order 4083R2 states that, “All cameras with recordings, including those captured on-duty and
during secondary employment, must be docked for transfer no later than the end
of the officer’s next working day”.

Objective 2 Results Summary
DETERMINE WHETHER DURHAM POLICE OFFICERS ARE USING BODY-WORN CAMERAS IN
ACCORDANCE WITH DURHAM POLICE DEPARTMENT GENERAL ORDER 4083-R2
Room to increase compliance with GO 4083-R2 exists through
strengthening of the body-worn camera monitoring activities and
providing ongoing training for continued awareness of GO 4083-R2.
Finding 2
Audit Services staff found:
Oversight over compliance with GO 4083-R2 should be strengthened.
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No documentation was provided to confirm that supervisors are
performing random monthly reviews of their subordinates’ video
recordings to ensure the recording and downloading processes are in
compliance with General Order 4083-R2. General Order 4083-R2 states
that, “On a monthly basis, a random review of officers’ body-worn
cameras will include:
•
•
•

Verification that officers are accurately categorizing their
recordings in the system;
Verification that the report reasonably reflects the contents of
the footage if a report was completed for the incident; and
Documentation of any follow-up actions related to any policy
violations or other improper usage”.

Departmental procedures do not specify a formal process regarding the
number of videos to review or include criteria to ensure compliance with
recording policies. Given the lack of documentation available for Audit
Services staff to review, Audit staff could not determine if monitoring
was occurring in compliance with General Order 4083-R2. Errors in
classification of videos or not uploading videos can result in potential
loss of evidentiary data.
Audit Services staff judgmentally selected a sample of 30 videos and
determined if recorded incidents were correctly classified to comply with
the data retention period and avoid deletion of evidentiary data. Audit
Services staff relied on the Audio Visual (A/V) staff to watch the videos
due to the sensitive and confidential content of the footage and to
ensure NC General Statute 132-1.4A - Law enforcement agency
recordings was followed. Four out of 30 videos (13%) watched were not
correctly classified potentially resulting in permanent loss of evidentiary
data if those classifications are not correctly updated.
Finding 3
Audit Services staff found:
Monitoring of unclassified videos needs to be enhanced.
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Videos that remain unclassified are deleted in 180 days. During field work,
videos queued for deletion were not verified/reviewed by the A/V staff in
order to determine if any classifications needed to be changed due to
discovery that videos had evidentiary value. The discovery of evidentiary
value would require an update to the retention periods. According to A/V
Unit staff, they do not have the resources to ensure that all unclassified
videos are categorized properly. Without review, a misclassified video with
an incorrect category may be deleted before the proper retention date
resulting in potential loss of evidentiary data. Also misclassification and
lack of review can result in videos being retained for longer than necessary,
negatively impacting storage capacity.
Audit Services staff judgmentally selected a sample of 30 unclassified
videos to determine if they were not of a significant incident. Audit services
staff relied on the A/V staff to watch the videos due to the sensitive and
confidential content of the footage and to ensure NC General Statute 1321.4A - Law Enforcement Agency Recordings was followed. Four of the
thirty videos (13%) should have been classified as an incident or crime to
avoid the deletion of the video in 180 days and to correct the retention
time applied.
Audit Services staff conducted a survey of officers to understand practices
around body-worn cameras. One of the questions asked was, “Do you
categorize videos?” The results were as follows: 8% of the officers stated
that they categorize videos daily, 13% once a month, 4% weekly, 9% every
few days and 65% never. If greater than 60% never categorize videos it
means the officers rely on the CAD system to classify videos automatically.
Graph 3 below shows the results.
Graph 3: Categorization of Videos
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General Order 4083-R2 states “With the exception of those recordings not
needed for administrative or court purposes, officers will categorize or tag
each body-worn camera recording with the assigned Incident Report (IR)
number and one or more of the call type categories available within the
video management system (misdemeanor, felony, calls for service, etc.).
The deployment of an automated synchronization process with ComputerAided Dispatching (CAD), does not relieve an officer of his or her
responsibility to ensure that the information has correctly transferred from
one system to another.”

Finding 4
Audit Services staff found:
Enhance controls over user access.
At present, a process exists whereby the Audio Visual (A/V) Unit staff are
notified of employees leaving the City that were issued body-worn
cameras. A/V Unit staff use this notification to inactivate for these
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employees, access to the cloud based digital evidence management
system -Evidence.com. Given that the inactivation process is manual
errors can occur. Best practices surrounding basic information
technology controls recommend performing periodic
(monthly/quarterly) reviews of user access. This secondary control
ensures that users have the appropriate access needed to perform their
job duties and unauthorized users do not have access to sensitive
information.

Conclusion
Room to increase compliance with GO 4083-R2 exists. Monitoring can be
enhanced to increase compliance. Training can be ongoing for continued
awareness of GO 4083-R2. No documentation was provided to confirm
that supervisors were performing random monthly reviews of their
subordinates’ video recordings to ensure recording and downloading
processes are in compliance with General Order 4083-R2. Departmental
procedures do not specify a formal process regarding the number of
videos to review or include criteria to ensure compliance with recording
policies. In addition, according to A/V Unit staff they do not have the
resources to ensure that all unclassified videos are categorized properly.
Without review, a misclassified video with an incorrect category may be
deleted before the proper retention date resulting in potential loss of
evidentiary data or the misclassification could result in the retainage of
data for longer than necessary. Audit Services staff conducted a survey
to determine compliance with body-worn camera practices at the Police
Department. Based on survey results it appears that ongoing training to
reemphasize certain policy requirements will assist with compliance.
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Recommendations
Recommendation 1
The Police Department staff should establish a formal process for periodic supervisory reviews,
including the number and selection of videos, criteria for review and required documentation. A
standardized form should be implemented and provided to the supervisors to document their
monthly reviews. The Police Department staff should also utilize reports available from
Evidence.com to enhance monitoring.
The Police Department staff should determine how to review unclassified videos before they are
deleted to mitigate the possibility of loss of evidentiary data.
Value Added: Risk Reduction; Compliance

Recommendation 2
The Police Department staff should enhance body-worn camera training by providing on-going
informal training to officers to reinforce policy requirements. The officers should be reminded that
video classification is required as part of their duties, and they should not rely solely on the CAD
system classification.
Value Added: Risk Reduction; Compliance

Recommendation 3
The Police Department staff should periodically perform access reviews of Evidence.com users to ensure
that users have the appropriate access needed to perform their job duties.
Value Added: Risk Reduction

To learn more, visit our website at durhamNC.gov/audit
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Management Response

Memo
Date:

August 19, 2021

To:
From:
Subject:

Dr. Germaine F. Brewington, Director of Audit Services
Shari F. Montgomery, Interim Chief of Police
Durham Police Department’s Response to Recommendations
Body Worn Camera Performance Audit dated June 2021

As a response to the recommendations from the Audit Services Department regarding the Durham
Police Department’s Body Worn Camera program, the following procedures/modifications will be
implemented:
Recommendation 1
The Police Department staff should establish a formal process for periodic supervisory reviews, including
the number and selection of videos, criteria for review and required documentation. A standardized form
should be implemented and provided to the supervisors to document their monthly reviews. The Police
Department staff should also utilize reports available from Evidence.com to enhance monitoring.
The Police Department staff should determine how to review unclassified videos before they are deleted to
mitigate the possibility of loss of evidentiary data.
Department Response:
We concur with the recommendation. The Department will amend General Orders and SMART Goals for
supervisors to include the requirement that they review a pre-determined minimum number of videos per
month for their direct reports. This review and any actions taken as a result of findings within the videos will
be documented in the current monthly camera footage review form that will be maintained in PowerDMS.
Implementation Date: By October 1, 2021
Recommendation 2
The Police Department staff should enhance body-worn camera training by providing on-going informal
training to officers to reinforce Policy requirements. The officers should be reminded that video
classification is required as part of their duties, and they should not rely solely on the CAD system
classification.
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Department Response:
We concur with the recommendation. The Department’s Emergency Information System (EIS) division has
provided Body Worn Camera training to staff through the use of PowerPoints and training videos. EIS will
create additional short training videos to post to Power DMS that employees will be required to view to
enhance and refresh their training. Further, Public Affairs staff will prepare PowerPoint slides with a
reminder for sworn employees to regularly dock their cameras and regularly review their videos for
correct classification. These reminder slides can be broadcast to the message boards in Headquarters as
well as the substations. Also, language will be added to the General Order to require supervisors to not
only review videos for content, etc. but to ensure the correct classification has been selected.
Implementation Date: September 2021
Recommendation 3
The Police Department staff should periodically perform access reviews of Evidence.com users to ensure
that users have the appropriate access needed to perform their job duties.
Department Response:
We concur with the recommendation. EIS staff will immediately implement quarterly reconciliations with
Employee Services to identify any employees whose access needs to be amended. Also, Axon Inc. is
currently working on the ability to sync with the City of Durham’s Active Directory. This will eliminate access
to Evidence.com for employees who are no longer listed in Active Direction or who no longer have active
Microsoft 365 accounts with the city.
Implementation Date: August 2021 for reconciliations. Upon completion of Axon’s Active Directory
synch, implementation will be immediate.

SFM/da
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