June 11, 2010
MEMO TO:

Mayor Charles C. Meeker
Mayor Pro Tem James P. West
Councilor Mary-Ann Baldwin
Councilor Thomas Crowder
Councilor Bonner Gaylord
Councilor Nancy McFarlane
Councilor John Odom
Councilor Russ Stephenson

FROM:

J. Russell Allen, City Manager

SUBJECT:

Clarence E. Lightner Public Safety Center and
Remote Operations Facilities

At the April 6, 2010, Council meeting I presented an Alternate Proposal for Clarence E. Lightner
Public Safety Center (CELPSC) and Remote Operations Facilities which allowed for the
CELPSC to move forward as designed; dramatically reduced the Remote Operations Programs;
and did not call for a tax rate increase in our General Fund Debt Service Model. Council took no
action on this proposal.
Additionally at this meeting, we sought approval to apply for an allocation of Recovery Zone
Economic Development Bonds through the American Recovery and Reinvestment Act (ARRA)
to support the long term financing of elements of the Remote Operations Program which had
already been approved by Council. Council approved the application and directed the
recommendation be brought back to Council after we received notice of the allocation amount.
We have been notified of an allocation up to $15 million. I have included in the backup material
a copy of this proposal dated April 1, 2010.
You will see an agenda item under the City Manager’s Report related to the actions which will
be necessary for the Council to take in order to use the current allocation of Recovery Zone
Bonds. You will also see in the backup material an updated memo from the City’s Construction
Management Division on the potential Remote Operations projects which could be considered
for this financing.
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Mayor and Council
Clarence E. Lightner Public Safety Center and Remote Operations Facilities
June 11, 2010

At the May 18, 2010, Council meeting, City Administration was instructed to re-engage the
CELPSC design and construction management teams to provide options for reconfiguring the
CELPSC. This report is included in your backup material and a presentation will be made at the
Council meeting.
Discussion of all of the above mentioned items are interrelated. Under current market conditions
the City could issue approximately $135 million of limited obligation bonds without the need for
a property tax increase or other new revenues allocated to the General Fund Debt Service Model.
City Administration will seek direction from Council at the June 15, 2010, Council meeting.
JRA:cma

Attachments
cc:

City Clerk
City Attorney
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April 1, 2010
MEMO TO:

Mayor Charles C. Meeker
Mayor Pro Tem James P. West
Councilor Mary-Ann Baldwin
Councilor Thomas Crowder
Councilor Bonner Gaylord
Councilor Nancy McFarlane
Councilor John Odom
Councilor Russ Stephenson

FROM:

J. Russell Allen, City Manager

SUBJECT:

Alternate Proposal for Clarence E. Lightner Public Safety Center and
Remote Operations Facilities

The Council spent considerable time in January, February and March reviewing all aspects of the
program and financing of these proposed public facilities. City Administration documented the
responses to all questions and shared this information with the public. In the end, the Council
vote to move forward with the financing and construction was split 4 to 4.
I continue to recommend the proposed facilities, program and financing as the most efficient and
cost effective means for meeting these critical Public Safety, Public Works, Solid Waste Services
and Parks and Recreation operational needs. I will not repeat again the benefits we have
articulated previously, as those remain the same.
I understand that one of the Council’s concerns is any proposed property tax increase, even if it
doesn’t begin until FY 11-12. Since it is impossible to accomplish this building program without
a very modest property tax increase (1 cent) along with some other revenue sources, I am
presenting this alternative to reduce the program such that a property tax increase is not required.
The proposal includes these key elements:


Complete the design and move forward with construction of the Clarence E. Lightner Public
Safety Center as proposed. This is a progressive program which allows us to take advantage
of historically low construction costs and interest rates.
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Immediately approve the issuance of $100 million of limited obligation bonds (COPs) to be
used as follows:
$20 million - Wilder’s Grove Solid Waste Services Operations Facility (contract
awarded)
$6 million -

Purchase of former Stock Building Supply site for the Northeast
Remote Operations Facility (already closed on purchase)

$2 million -

Begin design for upfit of the Northeast Remote site and perhaps
one or two other remote facilities

$72 million - GMP1 and GMP2 for the Clarence E. Lightner Public Safety
Center


A subsequent $100 million limited obligation bond issue would be required early in FY 1112 to fund GMP3 and complete construction of the Public Safety Center.



Upon completion of construction of the Public Safety Center, any savings generated from
value analysis and actual bid construction costs would be allocated to the Remote Operations
Facility building program. This would only fulfill a small portion of the critical needs of
Remote Operations and would not allow the City to exit the Peace Street facilities.
Subsequent funding mechanisms would need to be identified.



A General Fund Debt model simulating this scenario is attached. Note there is no proposed
additional property tax increase, but an alternate revenue source must be identified of $2
million in FY 11-12, $3 million in FY 12-13 and $4 million in FY 13-14 and subsequent
years. Also note the benefit of sales proceeds from the Peace Street and West Cabarrus
Street facilities has been removed from the model. No additional sources of revenue would
be required in FY 10-11.



Additionally please see the attached memo from our Treasury Manager describing a unique
short term opportunity which may be available through the American Recovery and
Reinvestment Act (ARRA) to seek an allocation of Recovery Zone Economic Development
Bonds in combination with our typical tax exempt financing. This could further reduce our
total interest cost (TIC) over the first $100 million bond issue by approximately 22% down to
a TIC of 3.46%.

In conclusion, I hope this alternative will be helpful to Council if agreement and consensus
cannot be reached on the original proposal.
JRA:cma

Attachments
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A regular meeting of the City Council of the City of Raleigh, North Carolina was held in
the City Council Chambers of the Avery C. Upchurch Government Complex located at 222 West
Hargett Street in Raleigh, North Carolina, the regular place of meeting, at 1:00 p.m. on June 15,
2010.
Present: Mayor Charles C. Meeker, presiding, and Council Members

Absent: Council Members

Also Present:

*

*

*

*

*

*

___________________ introduced the following resolution the title of which was read
and copies of which had been distributed to each Council Member:
Resolution No. 2010-____
RESOLUTION
MAKING
CERTAIN
FINDINGS
AND
DETERMINATIONS REGARDING THE FINANCING OF CERTAIN
ADDITIONAL CAPITAL FACILITIES FOR THE CITY WITH THE
PROCEEDS OF LIMITED OBLIGATION BONDS ISSUED PURSUANT
TO A TRUST AGREEMENT AND SUPPLEMENTAL TRUST
AGREEMENT THERETO AND REQUESTING THE LOCAL
GOVERNMENT COMMISSION TO APPROVE THE FINANCING
ARRANGEMENT
BE IT RESOLVED by the City Council (the “City Council”) for the City of Raleigh,
North Carolina (the “City”) as follows:
Section 1. The City Council does hereby find and determine as follows:
(a) In order to acquire, construct and equip certain capital improvements for the City as
more particularly described in the below-described Trust Agreement (collectively, the “Project”),

including, but not limited to, new City facilities commonly referred to as “remote operations
facilities” to be constructed on several existing sites now owned by the City, or sites to hereafter
be acquired by the City, such facilities to be used by the City as support facilities in performing
its City services and programs, the City has entered into a Trust Agreement, dated as of October
1, 2009 (the “Trust Agreement”), between the City and U.S. Bank National Association, as
trustee (the “Trustee”), as supplemented from time to time pursuant to supplements thereto,
pursuant to which the City will issue limited obligation bonds (the “Bonds”) for the purposes
described therein.

Such Trust Agreement and the related plan of finance constitute an

installment contract financing pursuant to Section 160A-20 of the General Statutes of North
Carolina, as amended.
(b) In order to secure its obligations under the Trust Agreement and the Bonds, the City
has executed and delivered a Deed of Trust (the “Deed of Trust”), from the City to the deed of
trust trustee named therein for the benefit of the Trustee, granting a lien of record on certain of
the sites comprising the Project and certain other facilities financed or refinanced pursuant to the
Trust Agreement, together with all improvements and fixtures located and to be located thereon.
(c) The determination to finance the various components of the capital improvements to
be financed under the Trust Agreement shall be made from time to time by the City Council
pursuant to a resolution with regard to the given component. The City Council has determined to
proceed at this time with the further financing of the acquisition, construction and equipping of
certain of the remote operations facilities described above.
(d) Under the proposed plan of finance, the further financing of the Project would be
financed under a Second Supplemental Trust Agreement, to be dated as of August 1, 2010 (the
“Second Supplemental Trust Agreement”), between the City and the Trustee supplementing the
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Trust Agreement, pursuant to which the City will issue its Limited Obligation Bonds, Series
2010 (the “2010 Bonds”). Based upon market conditions at the time of sale of the 2010 Bonds,
the City may designate all or a portion of the 2010 Bonds as Recovery Zone Economic
Development Bonds or Build America Bonds pursuant to the American Recovery and
Reinvestment Tax Act of 2009. In such an event, the City may determine to divide the 2010
Bonds into multiple series of bonds.
Section 2. The City Council hereby approves the filing of an application with the Local
Government Commission for approval of the Second Supplemental Trust Agreement and the
issuance of the 2010 Bonds and requests the Local Government Commission to approve such
Second Supplemental Trust Agreement and the issuance of the 2010 Bonds and the proposed
financing relating thereto. In connection therewith the City Council hereby finds and determines
that:
(a) entering into the Second Supplemental Trust Agreement and issuing the 2010 Bonds
is preferable to a general obligation bond or revenue bond issue in that (i) the City does not have
the constitutional authority to issue non-voted general obligation bonds pursuant to Article V,
Section 4 of the North Carolina Constitution because the City has not retired a sufficient amount
of debt in the preceding fiscal year to issue a sufficient amount of general obligation bonds for
the Project without an election; (ii) the nature of the Project and the facilities to be financed are
such that a revenue bond financing under The State and Local Government Revenue Bond Act is
not feasible; (iii) the cost of the Project exceeds the amount to be prudently provided from
currently available appropriations and unappropriated fund balances; (iv) the circumstances
existing require that funds be available to continue construction of the Project as soon as
practicable and the time required for holding an election for the issuance of voted general
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obligation bonds pursuant to Article V, Section 4 of the North Carolina Constitution and the
Local Government Bond Act will delay the continuation of construction and acquisition of the
Project by several months; and (v) the necessity of the Project for the efficient administration by
the City of its municipal services dictates that the Project be financed by a method that assures
that the Project will be constructed in an expedient manner;
(b) the continued financing of the Project through the issuance of the 2010 Bonds is
reasonable comparable to the costs of issuing general obligation bonds or other available
methods of financing and is acceptable to the City Council;
(c) bond counsel to the City will render an opinion to the effect that the proposed
undertaking as described above is authorized by law and is a purpose for which public funds may
be expended pursuant to the Constitution and laws of the State of North Carolina;
(d) the debt management policies of the City have been carried out in strict compliance
with law, and the City is not in default under any obligation for repayment of borrowed money;
and
(e) any increase in taxes necessary to pay debt service on the 2010 Bonds will not be
excessive.
Section 3. The City Council hereby determines that it is in the City’s best interest to
proceed at this time with the continued financing of the remote operations facilities portion of the
Project through the issuance of the 2010 Bonds as described above. No provision of the Trust
Agreement or the 2010 Bonds shall be construed or interpreted as creating a pledge of the faith
and credit of the City within the meaning of any constitutional debt limitation. No provision of
the Trust Agreement or the 2010 Bonds shall be construed or interpreted as creating a delegation
of governmental powers nor as a donation by or a lending of the credit of the City within the
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meaning of the constitution of the State. The Trust Agreement and the 2010 Bonds shall not
directly or indirectly or contingently obligate the City to make any payments beyond those
appropriated in the sole discretion of the City Council for any fiscal year; provided, however,
that any failure or refusal by the City Council to appropriate funds which results in the failure by
the City to make any payment coming due with respect to the 2010 Bonds will in no way obviate
the occurrence of the event of default resulting from such nonpayment. No deficiency judgment
may be rendered against the City in any action for breach of a contractual obligation under the
Trust Agreement or the 2010 Bonds and the taxing power of the City is not and may not be
pledged directly or indirectly or contingently to secure any moneys due under the Trust
Agreement or the 2010 Bonds.
Section 4.

In accordance with Section 160A-20(g) of the North Carolina General

Statutes, the City Council hereby fixes 7:00 p.m. on July 6, 2010 in the City Council Chambers
at the Avery C. Upchurch Government Complex in Raleigh, North Carolina, as the hour, day and
place for the public hearing on the Second Supplemental Trust Agreement to finance the abovedescribed portion of the Project and the City Council hereby directs the City Clerk of the City to
publish notice of such public hearing once in The News and Observer not later than the 10th day
before said date.
Section 5. This resolution shall take effect immediately upon its passage.
Upon motion of Council Member ________________, seconded by Council Member
_________________________, the foregoing resolution entitled “RESOLUTION MAKING
CERTAIN FINDINGS AND DETERMINATIONS REGARDING THE FINANCING OF
CERTAIN ADDITIONAL CAPITAL FACILITIES FOR THE CITY WITH THE PROCEEDS
OF LIMITED OBLIGATION BONDS ISSUED PURSUANT TO A TRUST AGREEMENT
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AND SUPPLEMENTAL TRUST AGREEMENT THERETO AND REQUESTING THE
LOCAL

GOVERNMENT

COMMISSION

TO

APPROVE

THE

FINANCING

ARRANGEMENT” was passed by the following vote:
Ayes:

Noes:

*

*

*

*

*

*

I, Gail G. Smith, CMC, City Clerk of the City of Raleigh, North Carolina, DO HEREBY
CERTIFY that the foregoing is a true copy of so much of the proceedings of the City Council of
said City at a regular meeting held on June 15, 2010, as it relates in any way to the passage of the
foregoing resolution and that said proceedings are recorded in the minutes of said City Council.
I DO HEREBY FURTHER CERTIFY that proper notice of such regular meeting was
given as required by North Carolina law.
WITNESS my hand and official seal of said City this 15th day of June, 2010.

City Clerk
[SEAL]
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Construction Management Division
June 10, 2010

MEMO TO:

Russell Allen,
City Manager

FROM:

Glenn O. Ervin, Jr.
Acting City Construction Projects Administrator
Jay C. Lund, AIA, NCARB, LEED AP
Project Engineer II

SUBJECT:

Clarence E. Lightner Public Safety Center Critical Operations Analysis
Alternative Design Scenarios

MESSAGE:
On May 18, 2010, City Council authorized city staff to contract with the Architectural / Engineering design
team - KlingStubbins, Inc. and the Construction Manger at “Risk” (CMAR) - Clancy & Theys / Archer
Western Joint Venture to research and study site and program configuration alternatives including
security assessment criteria for the Clarence E. Lightner Public Safety Center.
The project team has completed this study related to program configuration alternatives, site location
alternatives, schedule impacts and cost estimates of various alternatives for the Clarence E. Lightner
Public Safety Center.
The study documents enclosed with this memorandum include the following:





Executive Summary
Power Point Presentation
Alternative Costs Spreadsheet
Security Report

Recommendation:
City Council to receive the report and presentation regarding the proposed design alternatives, proposed
facility program alternatives, project schedule adjustments, risk and security assessment and construction
estimates for the Clarence E. Lightner Public Safety Center project. City Council to direct and authorize
the City Manager to develop design and funding strategies in order to progress the project forward.

10 June 2010

Clarence E. Lightner Public Safety Center
Alternatives Study Executive Summary

th
This study was done in response to the direction given by Raleigh City Council on May 18 , 2010. The

motion passed by Council specifically asked that the A/E and CMAR team study two options for
reconfiguring the Lightner Public Safety Center program to address concerns of cost and security:

1.

Locate the Emergency Communications Center (ECC) and other critical functions in the basement
of the Lightner Center.

2.

Remove the ECC and other related critical functions from the Lightner Center program and locate
them on another downtown site.

During the discussion of this motion it was also requested that the A/E and CMAR team make
recommendations for further cost reductions for the Lightner Center program, and two alternatives are
included in this study for that as well.

Further, it was also requested that a threat assessment of each alternative be performed by a qualified threat
assessment consultant: This has been provided by Applied Research Associates (ARA) for each option
studied.

Process:

The design and construction team conducted a full-day workshop to discuss and develop the alternative
scenarios. In addition to the A/E and CMAR team the workshop included the security consultant (ARA), the
City Manager, Construction Management leadership, Department of Public Works leadership, and leadership
of departments included in the Lightner Center program.

The agenda for the workshop was broken into four parts:

1.

Review the City Council direction and scope of the study.

2.

Define the program make-up for each option.

3.

Review and tour potential alternate sites for the critical operations.

4.

Develop alternate scenarios and evaluate performance, cost, and security impact for each.

Sites considered for locating the ECC were visited with representatives of ARA. At the end of the workshop
the group did a summary of the session, and made assignments for completing the study within the allocated
time frame.

Two additional team meetings were conducted to complete and edit the final document.

Summary:

Alternative 1: Bunker

In this alternative the Emergency Communications Center (ECC), Emergency Operations Center (EOC), IT
Data Center, Traffic Management, and supporting electrical and mechanical equipment were re-located to
the basement below the Lightner Center footprint. This alternative results in a substantial cost increase and
project completion delay over the base design, without a corresponding improvement in operational
performance or security. The threat assessment concludes that some improvement may be provided in
some areas of threat, but worse performance in other, including the potential of water intrusion or flooding.

Alternative 2: Split Program, Connected:

In this alternative the ECC and related critical operation program functions were removed from the Lightner
Center and located on a nearby downtown site that would provide close proximity and connectivity for day to
day operations as well as utility and communications infrastructure. The microwave equipment would remain
mounted on the roof of the office building under this scenario. Based on user input the program for this
scenario was broken down as follows:

ECC Building: 6 Stories, 92,000 GSF. ECC, EOC, Traffic Management, Data Center, Building Maintenance.

Public Safety Office Building: 11 Stories, 215,000 GSF. Police Department HQ, Fire Department HQ, ,
Information Technology Offices.

For the purposes of this study, the undeveloped site at the northwest corner of the Municipal Block was
selected, although the 301 Hillsborough Street site was considered as an alternative that would be
functionally equivalent for most of the evaluation criteria.

This alternative results in a small cost increase over the base design, with no negative performance impact
and a negative security impact due to the proximity of the critical operations area to street level.

Alternative 3: Split Program, Remote:

In this alternative the ECC and related critical operation program functions were removed from the Lightner
Center and located on a downtown site that would be physically remote from the Municipal block such that
day to day operations would be split and utility and communications infrastructure could not be shared. A
significant difference between this and Alternative 2 is that the Data Center would need to split into two
separate facilities, one for Public Safety and another for City Government, each with its own supporting
infrastructure. In addition, employee parking and a 200 ft microwave tower would be required for the remote
site. Based on user input the program for this scenario was broken down as follows:

ECC Building: 4 stories, 84,000 GSF. ECC, EOC, Traffic Management, Public Safety Data Center, Police
Dept, and Fire Dept. I.T. Staff, Building Maintenance, Building Maintenance Storage.

Public Safety Office Building: 11 Stories, 228,000 GSF. Police Department HQ, Fire Department HQ, City
Government Data Center, I.T. Offices, Traffic Management.

For the purposes of this study, the undeveloped 7.6 acre site one mile east of Nash Square on New Bern
Avenue was selected, although others considered would be functionally equivalent for many of the
evaluation criteria.

This alternative results in a moderate cost increase over the base design, with some negative performance
impacts due to the split operation, and potentially improved security impact due standoffs resulting from the

large site area. The security assessment points out that to achieve the improvements that a horizontal standoff greater than the vertical stand-off in the base design must be provided, and a hardened perimeter for the
entire site provided.

Alternative 4a: Lightner Center, Reduced Program:

In this alternative the Lightner Center program was reduced to lower the projected project costs. For this
scenario the following program was eliminated from the building: Second Floor Multi-purpose Room, I.T.
Offices (future expansion space for Police and Fire) resulting in a total reduction of 56,000 GSF, for a total
building area of 249,000 GSF.

This alternative results in a commensurate cost decrease over the base design, with some negative
operational performance impacts due to lack of internal expansion space, and a slightly negative security
impact due to the decrease in vertical standoffs for the ECC resulting from the lower building.

Alternative 4b: Lightner Center, Further Reduced Program:

In this alternative the Lightner Center program was further reduced to lower the projected project costs. In
addition to the reductions in Alternative 4a the Fire Department HQ offices were removed resulting in a total
reduction of 88,000 GSF, for a total building area of 217,000 GSF.

This alternative results in a further cost decrease over Alternative 4a, with the same negative operational
performance impacts due to lack of internal expansion space, and further negative security impact due to the
further decrease in vertical standoffs for the ECC resulting from the lower building.

CLARENCE E. LIGHTNER PUBLIC SAFETY CENTER ALTERNATIVES STUDY

Clarence E. Lightner Public Safety Center
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June 15, 2010

Summary
Di ti ffrom Cit
Direction
City Council
C
il May
M 18,
18 2010:
2010
Investigate the following alternatives to re-configure the Lightner Center:
1. Alternative 1:

Bunker ECC and related program.

2. Alternative 2:

Re-locate ECC and related program to alternative site.

•
•

Analysis to include threat assessment for each alternative.
Provide further cost reduction recommendations.

Clarence E. Lightner Public Safety Center
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Original Site Alternatives
Multiple Sites Studied in 2005 – 2007
City Council and B.E.D. Committee
Primary Selection Criteria:
Operational Efficiency
Private v. City owned Property
Proximity to City Government
Utility Infrastructure
Proximity to Multi
Multi-Modal
Modal Center
Security
Potential Impact to Neighborhoods

Clarence E. Lightner Public Safety Center

3

Additional Site Alternatives

SOLID WASTE SERVICES SITE

310 W. MARTIN ST. SITE

TRAILWAYS MAINTENANCE STATION SITE

MARION PENNY SITE

Clarence E. Lightner Public Safety Center
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Site Selection
Northwest Corner of Municipal
Block
City Owned Property
Limited Site Area for Stand-Offs
Connectivity to Lightner Site and
City Hall
Microwave Dish Can Mount on Top
of Office Building
Downtown Grid - Underground
Utilities

Clarence E. Lightner Public Safety Center
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Site Selection
301 Hillsborough/320 W Morgan
City Owned Property – Parking
for Campbell Law School
Prime Private Development Site on
Hillsborough Street
Limited Site Area for Stand-Offs
Connectivity to Lightner Site and
City Hall
Microwave Dish can Mount on Top
of Office Building
Downtown Grid - Underground
Utilities

Clarence E. Lightner Public Safety Center

6

Site Selection
New Bern Avenue Site
Sufficient Site Area for Increased
Horizontal Stand-Offs
Proximity to Downtown
Recently Purchased by Raleigh
Rescue Mission
Microwave Tower Required
Overhead Utilities
Large Perimeter to Secure

Clarence E. Lightner Public Safety Center
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Alternate 1
‘Bunker’
All critical
iti l operations
ti
b
below
l grade
d
Re-use much of current design and site
plan approval

Clarence E. Lightner Public Safety Center
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Alternate 1
‘Bunker’
•
•

Pros
Program remains consolidated in one
building.
C iti l operations
Critical
ti
protected
t t d ffrom direct
di t
tornado hit but vulnerable to entrapment.

•
•

•
•
•
•
•
•
•
•
•
•

Clarence E. Lightner Public Safety Center
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Cons
Potential underpinning of adjacent buildings.
C iti l operations
Critical
ti
llocated
t d 27 ffeett b
below
l water
t
table – Inability to comply with Critical
Operations Power System building code
provisions.
Design criteria for floors above grade remain
unchanged.
Smoke compartmentalization required within ECC.
g environment below grade.
g
Poor indoor working
Air intakes close to street level – filtering
required.
Potential for trapping personnel below grade.
Increased flood potential from floors above.
above
Jeopardizing ability to achieve LEED Gold
certification.
Increased overall construction complexity and risk.
I
Increased
d overallll project
j t costs.
t
Increased construction disruption and duration.

Alternate 2
Split & Connected
Cit owned
City
d property
t
301 Hillsborough site could be
considered as a connected site
Share site infrastructure
Re-use a p
portion of current
design and site plan
approval for office building
Microwave dish mounts on top
of office building – no tower required.

Clarence E. Lightner Public Safety Center
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Alternate 2
Split & Connected

Clarence E. Lightner Public Safety Center
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Alternate 2
Split & Connected
•
•
•
•
•

Pros
Critical operations remain at or close to
the municipal complex.
No public access below critical operations
area.
Potential to share redundant utilities.
Re-use a portion of current design and site
plan for office building.
Reliability of electrical service.

•
•

•
•
•
•
•
•
•
•

Clarence E. Lightner Public Safety Center
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Cons
Reduced operational efficiency.
Increased vulnerability of critical operations as
they are located closer to the street (less verical
stand-off).
Duplication of support facilities.
Air intakes close to street level – filtering
required.
Increased overall project costs.
Microwave antenna remains on top of office
building.
Building needs to maintain 72 hour stand-alone
design provisions.
Potential for critical operations building to be in
the collapse zone of an adjacent building.
Security risks / threats not improved.
Progressive collapse design provisions remain on
office building to protect communications
antenna.

Alternate 3
Split & Remote

Clarence E. Lightner Public Safety Center
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Alternate 3
Split & Remote
L d acquisition
Land
i iti required
i d
Data center splits – City
government data center and
Public Safety data center
Traffic management remains
downtown
Re-use much of current
design and site plan
approval for office building

Clarence E. Lightner Public Safety Center
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Alternate 3
Split & Remote

Clarence E. Lightner Public Safety Center
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Alternate 3
Split & Remote
•
•
•
•

PPros
Additional horizontal stand-off available.
No public access below critical operations
area.
Potential to remove progressive collapse
design provisions from office building.
Allows for phased construction.

•
•
•
•
•
•
•
•

•
•

Clarence E. Lightner Public Safety Center
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Cons
C
Reduced operational efficiency.
Land acquisition costs.
Perimeter protection required.
Parking costs.
Inconvenient access for city officials during an
emergency.
200
00 foot
oo microwave
c owave antenna
a e a tower
owe required.
equ ed.
Reduced reliability of electrical service.
Separate data centers and redundant back-up
systems for city government and public safety
data centers.
centers
Increased potential for loss of data connectivity.
Phased construction would likely increase costs
due to escalation and further confine existing
city
i d
data center to no growth.
h

Further cost reductions:
Alternate 4A
Lightner “Reduced
Reduced program A
A”
Removed 2nd floor multi-purpose
room- program reduction
Removed IT staff (originally included
as a place-holder for future growth
police and fire))
of p
Reduced facility size to 249,000 SF
No growth space beyond 2017

Clarence E. Lightner Public Safety Center
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Further cost reductions:
Alternate 4B
Lightner “Reduced
Reduced program BB”
Remove 2nd floor multi-purpose room –
program reduction
Remove IT staff (included as a placeholder for future growth)
Remove Fire Department Offices –
program reduction
Reduce facility size to 217,000
217 000 SF
No growth space beyond 2017

Clarence E. Lightner Public Safety Center

18

Alternate 4
Reduced Lightner Program
•
•
•

Pros
Reduced project costs.
No public access beneath critical
operations
ti
areas.
Public safety program other than multipurpose room in Alternate 4A remains
consolidated in one building.

Clarence E. Lightner Public Safety Center

•
•
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Cons
Limited growth space available after 2017.
Alternate 4B does not fulfill programmatic need
f Fi
for
Fire D
Department.
t
t

Alternate Analysis
Alternate

Est. Project
j
Cost

Operational
p
Impact
p

Securityy Impact
p

Occupancy
p
y

CEL PSC Current Design

$141,000,000 hard
$48,000,000 soft
$189,000,000 total

None

None

1 / 2014

Alternate 1 – ‘Bunker’

$166,000,000 hard
$62,000,000 soft
$228,000,000 total

Poor working environment
deep below grade

Improved tornado and assault
protection
Increased risk of flooding and
entrapment below grade

6 / 2015

Alternate 2 – Split & Connected

$143,000,000 hard
$65,000,000 soft
$208,000,000 total

Reduced operational
efficiency

Increased threat exposure for
blast, assault and
chemical/biological release

3 / 2014 office
4 / 2014 critical facility

Alternate 3 – Split & Remote

$169,000,000 hard
$74,000,000 soft
$243,000,000 total

Reduced operational
efficiency
Inconvenient access during
emergencies

Improved facility horizontal
stand-off

3 / 2014 office
6 / 2014 critical facility

Alternate 4A – Reduced Program
g
A $130,000,000
,
,
hard
$46,000,000 soft
$176,000,000 total

No g
growth space
p
((IT space)
p
)
beyond 2017
Removes multi-purpose rm

Removes p
public access under
critical operations area
Reduced vertical stand-off

2/ 2014

Alternate 4B - Reduced Program B

No growth space (IT space)
beyond 2017
Remove Fire Department
Offices and multi-purpose rm
Reduced operational
efficiency

Removes public access under
critical operations area
Reduced vertical stand-off

2 / 2014

$125,000,000 hard
$45,000,000 soft
$170,000,000 total
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CELPSC vs. Alternate Scenario Comparison
June 10, 2010
50% Construction
Document Design

Total Estimated Project Costs
Item

Description

NO Design to Date

NO Design to Date

NO Design to Date

NO Design to Date

NO Design to Date
Option 4b - Reduced
Program w/o Fire

Total

Existing CELPSC

Option #1 - Bunker

Option #2 - Split Connected

Option #3 - Split Remote

Option 4a - Reduced
Program

Total

Total

Total

Total

Total

133,779,225
6,069,731
0
0
0
0
0
0
0
0
0
0
0
139,848,956

133,779,225
6,069,731
24,777,343
0
0
0
0
0
0
0
0
0
0
164,626,299

0
6,069,731
0
86,210,340
50,210,743
0
0
0
0
0
0
0
0
142,490,814

0
6,069,731
0
0
0
97,560,920
46,514,334
0
0
1,200,000
15,000,000
500,000
1,500,000
168,344,985

133,779,225
6,069,731
0
0
0
0
0
(10,408,823)
0
0
0
0
0
129,440,133

133,779,225
6,069,731
0
0
0
0
0
0
(16,047,592)
0
0
0
0
123,801,364

12
13

CMAR Construction Cost
Lightner Building
Specialized Technology
Bunker Option (Premium Costs)
11-Story Public Safety Center (214,751 sf)
6-Story ECC Center (91,623)
11-Story Public Safety Center (227,906 sf)
4-Story ECC Center (83,777)
14-Story Lightner Bldg w/Fire Dept. (248,654 sf)
13-Story Lightner Bldg w/o Fire Dept. (217,131 sf)
200' Microwave Communications Tower (guyed)
Radio Systems Upgrade
Infrastructure to Tower
Microwave Dish
Total Construction Cost
Additional Hard Cost
Permits
Total Hard Cost

850,000
140,698,956

950,000
165,576,299

950,000
143,440,814

950,000
169,294,985

750,000
130,190,133

700,000
124,501,364

14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
28
30
31
32
33
34
35

Soft Costs
LEED Certification
Furnishings
Specialized Technology
Committed A/E Fees (KlingStubbins)
A/E Fees (KlingStubbins) - Alternate Scenario
Committed CMAR Preconstruction
CMAR Preconstruction - Alternate Scenario
Commissioning - Contracted
Commissioning - Additional
Geotechnical & Environmental - Contracted
Geotechnical & Environmental - Additional
Peer Reviews
Construction Materials Testing
Special Inspections & Third Party Inspections
Code Check
IT Integrator
Periscope
Printing and Reproductions
Legal & Advertising
Additional Property Acquisitions
Owner's Project Contingency (incl. escalation)
Total Soft Costs

25,000
5,015,280
12,710,624
8,837,550
4,947,940
1,139,151
0
49,783
525,000
238,273
0
47,000
1,200,000
1,650,000
325,000
700,000
500,000
550,000
125,326
0
9,756,900
48,342,827

25,000
5,015,280
12,710,624
8,837,550
6,750,000
1,163,151
500,000
49,783
525,000
238,273
150,000
100,000
1,300,000
1,750,000
400,000
700,000
500,000
550,000
200,000
0
20,704,096
62,168,757

50,000
5,015,280
12,710,624
8,837,550
10,350,000
1,163,151
500,000
49,783
950,000
238,273
100,000
200,000
1,300,000
1,750,000
400,000
770,000
550,000
550,000
200,000
0
18,912,548
64,597,209

50,000
5,015,280
12,710,624
8,837,550
11,250,000
1,163,151
500,000
49,783
950,000
238,273
50,000
200,000
1,300,000
1,750,000
400,000
770,000
550,000
550,000
200,000
5,000,000
22,082,965
73,617,626

25,000
3,750,000
11,750,000
8,837,550
5,950,000
1,163,151
500,000
49,783
525,000
238,273
0
200,000
1,200,000
1,650,000
250,000
630,000
450,000
550,000
125,326
0
8,401,711
46,245,794

25,000
3,225,000
11,250,000
8,837,550
6,450,000
1,163,151
500,000
49,783
525,000
238,273
0
215,000
1,200,000
1,650,000
250,000
630,000
450,000
550,000
125,326
0
8,091,772
45,425,855

36

Total Project Cost

189,041,783

227,745,056

208,038,023

242,912,611

176,435,927

169,927,219

1
2
3
4
5
6
7
8
9
10a
10b
10c
10d
11

Note: For every $100,000,000 borrowed a 1% increase in interest rate will result in $13,000,000 increase in project costs over a 25 year period

NOTES

Multiple sites and differing conditions
Multiple sites and differing conditions
Multiple sites and differing conditions
Mutiple sites and structures

Multiple sites and differing conditions
New Bern site
5% on Existing Lightner & Reduced Options. 10% on Others

Risk Comparison of Alternative
Locations for EOC, ECC, and Other
Critical Functions
Clarence E. Lightner
Public Safety Center
Raleigh, NC

June 8, 2010

By: Applied Research Associates, Inc.
119 Monument Place
Vicksburg MS 39180

Prepared for: KlingStubbins
333 Fayetteville Street, Suite 1150
Raleigh, NC 27601
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Preface
This document is an addendum to the previous threat and risk assessment report that was issued
on September 9, 2008 for the Clarence E. Lightner Public Safety Center (PSC) in Raleigh, North
Carolina. This addendum serves to compare alternatives to the location of the Emergency Call
Center (ECC), Data Center and Emergency Operations Center (EOC) originally planned for the
12-15th floors of the building. This work was performed by Applied Research Associates, Inc.
under contract to KlingStubbins, the architect for the project.
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Introduction
KlingStubbins contracted with Applied Research Associates, Inc. (ARA) for a risk assessment
and engineering services for a new Public Safety Center (Lightner Center) in Raleigh, North
Carolina. ARA documented the Threat and Risk Assessment in a September 9, 2008 report.
The City of Raleigh has requested an evaluation of three project alternatives to the current
building design and location:
1. Re-locate the EOC, ECC, and other critical functions from the upper level floors to a
bunker in the basement levels of the Lightner Center
2. Remove the EOC, ECC, and other critical functions from the Lightner Center and
locate them in a 4 or 5 story building on the same city block
3. Remove the EOC, ECC, and other critical functions from the Lightner Center and
locate them in a 4 or 5 story building on a larger tract of land approximately 1 mile
from the Lightner Center
The risk assessment process used for this analysis is a threat-based approach. Each threat
receives a rating for each of the three following risk factors which are used to develop an overall
risk rating for the threat:


the likelihood of the threat



the potential impact of loss from a successful attack



the vulnerability of the facility to the threat

Given the alternative sites are all located in the greater Raleigh area in proximity to the currently
proposed site, the threat ratings determined in the September 2008 report will remain the same
for the three alternatives. The threat determinations were based on the operating environment for
the Raleigh area which will not change by moving the facility around town. The Impact of Loss
(IOL) from a successful attack and the facility’s vulnerability to the threat may change
significantly based on the facility location, design, and operational requirements. These changes
will affect the risk ratings for each alternative. A detailed description of the risk methodology is
provided in Appendix A.
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Description of Alternatives
Alternative 1 (Bunker)
This alternative would relocate the EOC, ECC, and Data Center from the 12 – 15th floors to
basement levels of the Lightner Center as shown in Figure 1.

Figure 1. Current Location and Alternative 1
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Alternative 2 (Split Connected)
This alternative would relocate the ECC, EOC, and Traffic Management from the Lightner
Center to a separate 5 story building on the northwest corner of the municipal block. This
arrangement is shown in Figure 2.

Figure 2. Alternative 2.
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N

Alternative 3 (Split Separate)
This alternative would relocate the ECC, EOC, and the Law Enforcement portion of the Data
Center from the Lightner Center to a separate 5 story building on a larger site currently called
New Bern approximately 1 mile from the municipal block. This arrangement is shown in Figure
3.

N

Figure 3. Alternative 3.

Page 7

Law Enforcement Sensitive – Limited Official Use and Distribution

Risk Comparison
While threat levels will remain the same for the three alternatives, the impact and vulnerability
from those threats will change based on the alternative characteristics.

Alternative 1 (Bunker)
The bunker design is intended to address impact and vulnerabilities from a large explosive attack
or a direct hit from a tornado. Compared to the current upper floor location, the bunker design
may provide better protection from the initial impact of an event. However, the secondary issues
may prove to be significant. A direct hit from a large explosive or a tornado would likely result
in severe façade failure. The debris from the structure would fall along the perimeter of the
building possibly blocking egress from basement levels. In this scenario, water mains inside or
near the building may rupture causing rapid flooding of the basement levels. Individuals trapped
below grade would possibly drown.
Additionally, the current upper floor design provided the elevation needed to mitigate the effects
of a chemical/biological airborne dispersal. Whether intentional or accidental, the dispersants
from these types of events tend to stay low to the ground. The bunker design could require the air
intakes to be placed closer to grade which creates an additional vulnerability.

Alternative 2 (Split Connected)
Placing the EOC and ECC at grade near a public street with limited available standoff would
significantly increase the impact and vulnerability from an explosive event. Pressure and impulse
from the design basis threats would greatly exceed the current design for those floors likely
resulting in extensive damage to the building façade and increased penetration into the interior of
the structure directly impacting EOC and ECC space.
Additionally, tornado damage will likely remain the same for any above ground structure. The
at-grade facility would also be susceptible to a chemical/biological release.
With the split connected design, the communications tower would remain on top of the taller
Lightner Center. This would make the Lightner Center a continued vulnerability in the
operations of the ECC and require the building to be protected from progressive collapse as well.

Alternative 3 (Split Separate)
Relocating the EOC, ECC, and Law Enforcement portion of the Data Center to an offsite
location such as the New Bern site would likely provide the defended standoff necessary to
mitigate the effects of a large explosive event. To achieve a performance similar to the current
EOC, ECC, and Data Center floors of the Lightner Center design, the facility should be sited
approximately 300 feet from the defended perimeter. However, this alternative has disadvantages
as well. Not only will the cost of constructing a defended perimeter be significant, but the ability
of EOC personnel to reach the facility from the downtown area during an emergency may
present difficulties.
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Other issues include 1) similar vulnerabilities to tornadoes and chemical/biological events as
alternative 2. 2) Law enforcement personnel stationed in the Lightner Center who are intended to
staff the EOC may still require a similar progressive collapse protection as the EOC building. 3)
The communications tower required for the offsite facility would likely be placed at grade and
require protection of the structure and guide wires.

Risk Discussion
Risks will always exist in some form and cannot be totally eliminated. It is possible to eliminate
risk from specific threats, but this usually involves removing the function or operation which
created the risk. In most cases the risk is either mitigated through the implementation of security
countermeasures, deterred by a show of force, or avoided through secrecy. Some level of risk
acceptance will always be required of stakeholders.
To place this analysis in perspective, the primary threats which these alternatives aim to address
were originally rated as low to medium risk based on implementation of the recommendations
provided in the evaluation of the original Lightner Center design. Low to medium risks are
typically deemed acceptable and manageable. Some organizations choose to accept higher risks
when the measures required to lower the risks degrade operational capability to the point where
their mission is impacted on a daily basis. Separating functions into multiple buildings may
reduce the impact to the organization’s mission from a singular event, but the separation may
impact the mission more on a day-to-day operational basis. Economic considerations are often
another factor in determining the level of acceptable risk. Depending on the desired level of
protection, mitigation costs can rise to the point that the overall project costs are untenable. This
situation often requires the acceptance of risk by lowering the level of protection in some areas to
manage project costs.

Progressive Collapse Discussion
Progressive collapse is a situation where local failure of a primary structural component leads to
the collapse of adjoining members which, in turn, leads to additional collapse. Hence, the total
damage is disproportionate to the original cause. Past events have shown that the hazards posed
by progressive collapse can be significant. During progressive collapse events, the majority of
people located in collapsed areas of the building are typically killed or seriously injured.
ASCE 7-2005, “Minimum Design Loads for Buildings and Other Structures” states that
buildings and other structures shall be designed to sustain local damage with the structural
system as a whole remaining stable and not being damaged to an extent disproportionate to the
original local damage. However, little guidance is given as to how this is to be achieved and
most building codes have not adopted this provision as a requirement for current structural
design.
The U.S. General Services Administration has issued a document outlining the most widely
accepted approach for mitigation of the potential for progressive collapse. The “Progressive
Collapse Analysis and Design Guidelines for New Federal Office Buildings and Major
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Modernization Projects” states that the potential for progressive collapse mitigation shall be
evaluated by removing select members of the structure to determine the capability of adjacent
structural members and components to redistribute the loads and minimize the extent of collapse
outside of the immediate area. If the extent of collapse is outside of the allowable region, then
the members and components must be modified to allow redistribution of loads and minimize the
potential for collapse.
The approach uses a threat-independent methodology, since the onset of progressive collapse
may be triggered by a variety of events, not just an intentional bombing of the facility. When
approached in this manner, the potential for collapse will be reduced and collapse should be
confined to the area directly affected by the initial failure.
It is important to realize that this methodology does not completely eliminate the possibility of
progressive collapse. If an incident were to occur that did not exceed the extent of initial failure
assumed in the analysis, then the remaining portions of the facility outside of the localized
collapse region should be capable of remaining operational. If a larger area is initially failed than
assumed in the progressive collapse design, then a post-event evaluation of the structural
integrity of the building should be made to determine the safety of remaining within the facility.
Even so, the remaining portions of the facility may be adequate to allow evacuation of occupants
and the extent of collapse should be reduced substantially over what would have occurred if no
progressive collapse mitigation were incorporated into the building.
In the case of the current design for the Lightner facility, progressive collapse resistance has been
incorporated into the lower public floors of the building since these are the most vulnerable to an
incident that could initiate progressive collapse. Due to the presence of progressive collapse
mitigation features on the lower floors, there is no need to utilize any specialized construction in
the higher floors for a threat located at ground level.
If other alternatives are selected, there could be some impact to the progressive collapse
recommendations for the facility.
Alternative 1 - For the bunker alternative, the presence of the mission critical areas below grade
would present an even greater need to mitigate the potential for progressive collapse as
these critical areas could be substantially damaged, or occupants could be trapped below
by the facility collapsing on top of the below grade floor levels.
Alternative 2 & 3 - If the critical floors are removed from the main office building, it is possible
that progressive collapse mitigation would not be necessary for the office portion.
However, the new facility housing the ECC, EOC, and related functions would need to be
fully designed for progressive collapse mitigation on all floor levels due to the closer
proximity to the ground and the design basis threat.

Blast Discussion
The current design for the Lightner building has been designed to mitigate the hazards from an
explosive threat located at the site perimeter. Blast hazard mitigation has been focused on the
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critical levels housing the ECC, EOC, and Data Center. The explosive threat size and peak load
selected for the design of the facility is relatively small based on the low likelihood of a direct
explosive attack on the building and the design constraints when mitigating against a larger
threat. However, the mitigation measures utilized, such as laminated glass for the upper floors,
have been provided to mitigate potential hazards so that improvements in protection to the
building functions and occupants will be provided if an explosive event occurs in excess of the
design basis threat.
In considering the alternatives for the building, it is important to note that vertical standoff from
the potential threat may be more beneficial than horizontal standoff.
Alternative 1 - Although the bunker alternative essentially eliminates the need for blast
mitigation of the critical areas, substantial debris could be expected at the ground level,
which may trap occupants below or make egress difficult if evacuation is necessary.
Alternative 2 - For the alternative that separates the critical functions from the main building, but
does not provide additional horizontal standoff, the design basis threat will subject the
new facility to loads at least two to ten times larger than experienced at the higher
elevations in the current design. As such, heavier construction will be required to provide
an equivalent level of protection.
Alternative 3 - If additional standoff can be provided as is being considered for the remote sites,
the level of design and protection for blast mitigation may be similar to the current
design. However, additional perimeter protection and operational procedures will be
necessary to achieve this equivalent level of protection.
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Appendix A: Security Risk Management Methodology
The methodology is a threat-based process applied to individual facilities. For each facility, a list
of possible threats is addressed. Each identified threat receives three ratings – threat level, impact
of loss, and vulnerability. These three ratings are combined to determine a risk rating for each
threat.

Outline of the Risk Assessment Process
Applied Research Associates, Inc. developed Federal Security Risk Management (FSRM), which
is a risk assessment methodology currently being implemented by the Federal Protective Service
of the Department of Homeland Security to assess over 8000 federally owned or leased facilities.
The same process is being used by the Internal Revenue Service to assess approximately 700 IRS
facilities. The US Department of Agriculture, the Federal Aviation Administration, the
Smithsonian Institution, the Social Security Administration, the Office of Personnel
Management, and several large corporations have used a similar process.
For this facility, the risk methodology will consist of the following steps:
1. Identify major facility assets and missions.
2. Evaluate potential occurrence of threats (man-made and natural).
a. Evaluate the potential impact of loss (IOL) from each threat.
b. Evaluate the vulnerability to each threat.
3. Evaluate existing mitigation measures.
4. Determine the level of risk associated with each threat.
5. Identify security measures appropriate to counter the threats.
6. Re-evaluate the risks based on the mitigation measure recommendations.
The following diagram displays the risk assessment process.
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Typical Threats
Man-made Threats:
Arson
Assault
Assault w/ a Deadly Weapon
Ballistic Attack
Bomb Threat
Burglary
Hand Delivered Bomb
Kidnapping/Hostage
Larceny/Theft

Mail/Package Bomb
NBC Airborne
NBC Hand Delivered
NBC Waterborne
Robbery
Sabotage
Vandalism
Vehicle Bombing

Natural Threats:
Flood
Fire (accidental)
Ice
Seismic
Wind
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Threat Level
For each identified threat to the facility, a threat rating will be determined based on several
criteria, including known aggressors and threat history. The threat ratings are shown in Table A1.
Table A-1: Threat Ratings.
Rating
Description
Category
Defined
Man-made: There are aggressors who utilize this tactic who are
known to be targeting this facility or the organization. There is
a history of this type of activity in the area and this facility is a
known target. Specific threats have been received or identified
by law enforcement agencies.
Natural: Events of this nature occur in the immediate vicinity
on a frequent basis.
Credible
Man-made: There are aggressors who utilize this tactic who are
known to target this type of facility. There is a history of this
type of activity in the area and this facility and/or similar
facilities have been targets previously. No specific threat has
been received or identified by law enforcement agencies.
Natural: Events of this nature occur in the immediate vicinity
periodically (i.e. once every 10 years).
Potential
Man-made: There are aggressors who utilize this tactic, but they
are not known to target this type of facility. There is a history
of this type of activity in the area, but this facility has not been
a target.
Natural: Events of this nature occur in the region on a sporadic
basis.
Minimal
Man-made: No aggressors who utilize this tactic are identified
for this facility and there is no history of this type of activity at
the facility or the neighboring area.
Natural: There is no history of this type of event in the area.
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Impact of Loss
For each identified threat, an impact of loss (IOL) to the facility from a successful event will be
determined. The impact of loss ratings are shown in Table A-2.

Rating
Category
Devastating

Severe

Noticeable

Minor

Table A-2: Impact of Loss Ratings.
Description
Complete loss of assets/mission capability or extreme
impairment of mission capability is expected for an
indefinite period of time.
Complete loss of assets/mission capability or extreme
impairment of mission capability is expected for a limited
and quantifiable period of time.
Mission capability is impaired, but can continue without an
interruption of more than a few hours to one day. Major
assets may be damaged, but remain functional.
No noticeable impact on mission capability or loss of major
assets is expected.

Vulnerability
For each identified threat, the vulnerability of the facility to the threat will be determined. The
vulnerability ratings are shown in Table A-3.

Rating
Category
Very High

High

Medium

Low

Table A-3: Vulnerability Ratings.
Description
This facility provides an attractive target for terrorists or
criminals and/or the existing mitigation measures provide no
deterrence and/or defense from the threat.
This facility provides an attractive target for terrorists or
criminals and/or the existing mitigation measures provide
some level of deterrence and/or defense, but require
improvement.
This facility provides an attractive target for criminals and/or
the level of deterrence and/or defense provided by the
existing mitigation measures is adequate.
This facility does not provide an attractive target for
criminals and/or the level of deterrence and/or defense
provided by the existing mitigation measures is adequate.
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Risk Rating
The risk ratings are shown in Table A-4.

Rating Category
Very High

High

Medium

Low

Table A-4: Risk Ratings.
Description
The threat is either credible or defined with a significant
vulnerability and impact of loss. Immediate measures
should be taken to reduce these risks and mitigate
hazards.
The threat is potential or higher with medium or higher
vulnerability and noticeable or higher impact of loss.
Measures to reduce risk and mitigation hazards should
be implemented as soon as possible.
The threat can vary from minimal with a significant
vulnerability and impact of loss, to defined with a
limited vulnerability and impact of loss. Plans to reduce
risk and mitigate hazards should be included in future
plans and budgets.
The threat is typically minimal with limited
vulnerability and impact of loss. Measures to further
reduce risk or mitigate hazards should be implemented
in conjunction with other security and mitigation
upgrades.

A summary of the combinations of impact of loss, threat and vulnerability ratings along with the
resulting risk ratings are shown in Table A-5.
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Table A-5: Summary of Ratings.

Minimal Threat
Impact of Loss
Minor
Noticeable
Severe
Devastating

Low
L
L
L
L

Vulnerability
Medium
High
L
L
L
L
L
M
M
M

Very High
L
M
M
M

Low
L
L
L
M

Vulnerability
Medium
High
L
L
M
M
M
H
M
H

Very High
M
M
H
H

Low
L
L
M
M

Vulnerability
Medium
High
L
M
M
H
H
H
H
VH

Very High
M
H
VH
VH

Low
L
M
M
M

Vulnerability
Medium
M
M
H
H

Very High
M
H
VH
VH

Potential Threat
Impact of Loss
Minor
Noticeable
Severe
Devastating

Credible Threat
Impact of Loss
Minor
Noticeable
Severe
Devastating

Defined Threat
Impact of Loss
Minor
Noticeable
Severe
Devastating

High
M
H
VH
VH
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